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MocnenHne HECKONbKO AECATUNETUIA B MUPE 0TMeYaeTcst BypHbI POCT KOMMbIOTEPHbIX
TexHonoruii. B benapycu npakTnyeckmn Bce TpynocnocobHoe HaceneHmne ctTpaHbl, Tak Uam
MHaye BOB/IEYEHO B aKTUBHOCTU, CBSA3AHHbIE C BbIYUCNUTENbHBIMU pecypcamu, yatlle BCero
npoucxopawmmm B cetn HtepHeT. NpoHnkHoBEHNE VIHTEpPHET akTUBHOCTEN B MOIOOEXHYIO
cpeqy crneumnanuctTamm Takxe oueHmBaeTca kak 6nmskoe k 100%. Ha cpoHe pazsuTtus
KOMMbIOTEPHbIX TEXHONIOrMIA OTMEYaeTCA U 3HaYUTeNbHbIA POCT NPECTYNNEHUN C HUMUN
CBs3aHHbIX. Tak, 3a

8 mecsiueB 2020 ropa

B omenbckoit obnacTu 3aperncTpupoBaHo

1267 kmbepnpectynneHumn

, 4TO B 1,4 pasa npesbllwaeT OaHHbIn nokazatensb 2019 roga. JIbBUHYO OO0 COCTABNSAOT
XUWEHUA C UCMONb30BAHNEM KOMIMbIOTEPHON TEXHUKN.

Bonee 80% w3 BbISIBNEHHbIX NPECTYNNEHUA COCTABNAOT XUWEHMS NYTEM UCMNONb30BaHUS
KOMMbOTEpPHOM TexHUKK (1025). Takxe oTMevaeTcs pocT KONM4ecTBa NPecTynneHnn B cepe
NHMopPMaLMOHHO 6e3onacHOCTU (Bcero 242).

B nanbHenwem nporHoaupyetcs, 4To passutue IT-oTpacnm n orHaHCOBO-KpPeanTHON cdepbl,
6ynyT cnocobCcTBOBaTL COXPAHEHWIO TEHAEHUMM YBENNYEHUS YACNA NPECTYNNEHNIA NO
HanpaBneHWIO 4eATEeNbHOCTU B Cpepe BbICOKUX TEXHONOT .

B HaunoHanbHOM cermeHTe cetn MIHTepHeT Pecnybnukn benapycb HabnopaeTcs
3Ha4YnTeNbHOE NOBbIWEHNE MOWEHHNYECKOW aKTUBHOCTU, CBA3AaHHOW C MCNONb30BaHeM couLl
MHroBbIX CTPaHuL,

N paxe Lenbix CanToB.
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Llenbio faHHOW pa3HOBULHOCTY (PULIMHIA SBASETCH NONYYEHNE HE TOMbKO YY4ETHbIX AAaHHbIX
0T Kakux-nmbo CepBMCOB (NOrUH 1M Naponb), HO U AaHHbLIX MNATEXHON KapTbl (HOMEP, CPOK
nencTems, uma n pamunung gepxarena n CVC2/CVV2 kon).

Tak>xe CTOMT OTMETUTb, YTO NPOAYMaHHbIA LLeneBo UWIMHF He obxoamTcs 6e3
NCMNONb30BaHMS CoLManbHON nHXeHepuu. MNpuyem ecnun paHblue B OCHOBHOM nNpoucxoguna
paccbinka OUWNHIOBBIX MUCEM Ha 3NEKTPOHHYIO NoYTY, rae 6bina BO3MOXHOCTb 610KMpoBaTh
MaCCOBble PACChINKW, TO TENEPb 3/10YMbIWNEHHKM UCMONb3YIOT ele MECCEHAXEPLI 1
coumanbHble CeTH, YTO 3HAYMTENbHO PaCWNPSET LIeNEBYO ayanTOpPUIO.

B cnyyae ycnexa 3n0yMbIWNIEHHUK MOXET NEPEYNCINTb C KapTbl XEPTBbI HEKYIO CyMMY OEHer,
ecnu Ha cyete ByneTt 4OCTATOYHO CPEACTB. A ecnv NOMyyYnT LaHHbIE ANS BXOA4A B NNYHbINA
KabUHeT MHTepHeT-6aHKUHra, NepeYncnnT Bce AeHbrn co cyeTa, nnbo, C NCNoNb30BaHNEM
MeX0aHKOBCKOIN cucTembl naeHTudpukaumm (MCU), MoXeT OTKpbITb cyeTa B Apyrux 6aHkax
(0 KOTOpPbIX XepTBa ANUTENbHOE BPEMS MOXET HE 3HaTb), AN NPOBEAEHUS TPAH3UTHbIX
onepauni. B xyawem cnyyae, o00OpPMUT OHNANH-KPEeONTbl, B KOTOPbIX MOXHO CHATb
HanuyHble, NepeBeCcTU UM NOTPaTUTb CPEACTBA OHNAMH. A Yyepes3 HEKOTOPOE BPEMS XepTBe
npuaeT u3BelleHne 0 3a00/1XEHHOCTM UK NOBEeCTKa B Cy 4 3a Heynnary.

JlaHHas MoweHHnYeckas akTUBHOCTb HanpassieHa Ha rocypapcrtBeHHbie opraHbl U
opraHuv3sauuvu, opnaondyeckmx n (*)VI3VI‘-IeCKVIX NNy,

MopnpenbiBaloTCA pa3nnyHbie pecypchbi:

- WHTEepHeT-6aHKUHrn 6aHKOoB;

- TOProBble NMowWanKu;

- pasnnyHble NNaTgopPMbl N CEPBMUCHI, HA KOTOPbIX AOCTYMHA onnarta OHNanH Kakux-nmbo
TOBAPOB U/ OKa3aHWUS YCyT.

HoBble NosIBNAOTCS NpakTU4ecky cpasy nocne 610KMPOBKU CTapbIX, a CXOXECTb C
pearnbHbIMU caiTamMn NOPoOV JOCTUTraeT O4EeHb BbICOKOIO YPOBHSI.
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B HacTosiLLee Bpems Habno paeTcs ABe OCHOBHbIE CXeMbl MOLLEHHUYEeCTBa:

- 3N0OYMbIWNEHHUK BbICTYNAeT B pONv Npogasua (MCNoNHUTENS yCcnyru).
- MoweHHNK NpPUTBOPSAETCS NoKynaTenem (3akaszynkom ycnyrn).

Y KaxpoW CXeMbl CYLLECTBYIOT CBOM MOANCOUKALNM, KOTOPbIE MO3BONSIIOT MOWEHHUKAM, B TOM
4ncne NOBTOPHO, 0OMaHbIBaTh NONbL30BATENEN.

NMpumep mackuposku nop nnowanky Kufar.by

COBMECTHO C Nnowankoin o6 bsBNeHWIA Ky(pap Mbl COCTaBun noetasbHOE onncaHme T1oro, Kak
310yMbIlNEeHHUKN CEerogHs nNbiTaloTCA obmaHbIBaTb 6eﬂ0pyCOB.

Kaxnpas n3 cxem obmaHa nogpasymeBaeT 2 atana: NoAroToBky W peanusaumto. Moarotoska
NPakTUYECKN HE MEHSIETCS, B TO BPEMS Kak peanvaaumns MoXeT OblTb pasbirpaHa
no-pasHoMy. Bce 3aBnucnT OT 06CTOSITENBCTB U TOrO, KTO B AAHHbIi MOMEHT BbICTYNaeT B PO/M
XepTBbl. MOWEHHNKN XOPOLWO YyBCTBYIOT aMOLMUN COBECEeAHNKOB, UrpatoT Ha LOBEPYMBOCTU
N OTKPbITOCTU BenopycoB. MoryT pacckasbiBaTb, YTO NOMaNN B CNOXHYIO XU3HEHHYIO
cMTyaumio 1 NpoaatoT Belb 3a 6ecLeHOK NOTOMY, YTO HY>XHO OnNnaTtuTb NevyeHne
POLOCTBEHHUKY, y4eby pebeHKy unm cnactu busHec, nocTpagaslWwmnii 0T Kpuauca»

MNMoprortoBKa:
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1. 3n0yMbIWNEHHUK CO30aeT OOHY CTPaHMLY, BHEWHE NOXOXY0 Ha CTpaHuLy
aBTopU3auumn odnuManbHOro cepBrca, HaknanHy, 6naHk oTnpaBky KYpbepckoi cnyX0Obl
(nnaTexHoe 0653aTeNnbCTBO) UM Xe NOMHOCTbIO KONUPYET BECb CaliT.

2. MNpon3BoanT pernctpaunto LOMeHa, BM3yanbHO CXOXEro C OpurnHanbHbIM. Ha3BaHue
MOXEeT OTAn4aTbcsl 6ykBasbHO OOHMM CUMBONOM NNOO HALMOHANbHOW JOMEHHOW 30HOIA.

Mocne TOro, Kak noanenbHbIA caiT CO30aH 1 PasMeLLEeH Ha NMOX0XEeM Ha odouUManbHbIA caiT
LOMEHe, MPECTYMNHMK HA4YMHaAET NOUCK XEepPTBbl.

Ha naHHbIi MOMEHT N3BECTHO O 6 TUMUYHBIX CXeMax MoweHHMYecTBa. OHM HanpaBneHbl Kak Ha
NpoAaBLOB, Tak M Ha NokynaTenei ToBapoB..

Cxema obmaHa npopnasuos [ 1 (Mpenonnara)

1. MpecTynHmK HaxoamT npoasLa Ha ocpuumanbHOM nnowanke 06 bSBNEHWIA, KonupyeT
€ro KOHTakTHble AaHHble, HO Ha Nnowanke He nNuweT, NOCKOJbKY Nnepechbinka PULNHIOBbIX
CCbINIOK TaMm HEBO3MOXHa. MweT HoMep npogasLa B MecceHaxepax unm nuweT B couceTsx,
npeacTaensisice sikobbl nokynatenem ¢ Kygapa.

2. ['oBOpMT, 4TO yXe coBepwnn npegonnarty. Beicbinaet npoaasLy CCbiNKy Ha NOALENbHYIO
CTpaHuuy, rae npoaasuy HY>XXHO BBECTU HOMEP CBOEI KapTbl ANs TOro, HTOObl NONYy4YnTh
neHbrn. Cpeamn AaHHbIX, KOTOPble NPOCUT 3/10YMbIWIEHHUK: HOMEP KapThl, UMA gepXxartens,
cpok gericteus, CVV-koa Ha 060pOTHOM CTOPOHE KapThl.

3. WHorpa moweHHUK Takxe npocut nponasua npepoctasnte CMC-kon noateepXxaneHus
nnatexa, CCbinasicb Ha To, YTO MepeBen npegonnaty u xoueT ybeanTbes, 4TO OHa NOCTynMna
Ha cyeT npopasua.

4. C nomolbto cobpaHHbIX faHHbIX MOWEHHUK MOXXET MonblTaTbCsl NePEBECTU C KapThl
XEepTBbl HEKYIO CYMMY AEHEr, U, ECNN Ha cyeTe ByaeT JOCTaTOYHO CPEeACTB, EMY 3TO yAACTCS.

Cxema o6maHa npopasuos [ 2 (Mpenonnara)

1. Ecnu npepblaoywas cxema ycrnewHo cpabotana, MOWEHHUK MOXET NMOBTOPHO caMm
CBSI3aTbCH C MOKynaTenem nnm npeactaBmMTbCs CnyX00/ NooAepPXKU 1 ckadaTb, YTO
npousowna owmnbka.

2. Y106bl BEPHYTb OWMOOYHO NEPEBEAEHHbIE CPEACTBA, OH NPELNOXMUT NEPENTU Ha
COULWNHIOBLIN CaT U CHOBA BBECTM OaHHble CBOEMN KapThl.

3. Ecnun npopaseu o970 caenaet, MOWEHHNK MOXET NOBTOPHO CrvcaTtb OeHbrn.
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Cxema ob6maHa nokynartene#n [ 1 (JocraBka 6a3oBas)

1. MNpecTynHWK BbICTaBNSieT TOBAP Ha odomumanbHo nnowanke o6 bsaBNeHW No KpaiHe
BbIrOOHOM LEHeE.

2. Korpa noTeHumanbHbIi NOKynaTenb NUWeT eMy, MPecTynHUK ybexnaeTt nepentn B
MECCEeHOXep UK coumanbHyo CeTb Noa NPeanorom Toro, 4To Tam yaobHee obwarbcs.

3. Bo Bpems 0bleHns MOWEHHWK yroBapmBaeT NokynaTens Ha npegonnaTty Wan OoCTaBky
noa nobbliM NPeasoroM: yexan n3 ropoga, HeT BPEMEHM.

4. Y100bl pa3BesiTb COMHEHWS NOKynaTesns, FOBOPUT O HOBOW yCnyre XonanpoBaHuns
cpeacTs, KoTopas nosisunacbk Ha Kydgoape: ecnu goctasku He byaeTt, Kydap aBToMaTnyeckm
BEPHET CpelcTBa Ha KapTy.

5. BbiCcbinaeT nokynaTento CCbiNKy Ha NOAAENbHYIO CTPaHULY, KOTopas UMUTUPYET
cTpaHuuy cepsuca «Kydpap [ocTtaska» unm MHTEpHeT-6aHKMHra, rae Hy>Ho BBECTU AaHHbIe
KapTbl, 4TOObI COBEPWUTL Npegonnaty. B kayecTBe AaHHbIX KapThl MOKYNaTens Npocst
3anofiHUTb HOMEP KapTbl, UMA gepxarens, cpok ee genctems, CVV-koa (3 uncpbl Ha
060pPOTHOW CTOPOHE KapTbl). B HEKOTOPbIX CNyYasix 3N10YMbIWAEHHUK MOXET MNONPOCUTb
Ha3BaTb NPOBEPOYHbI Koa n3 CMC-yBenomneHusi baHka.

6. Kak T0/nbKOo nonb3oBaTesib BBOAMUT AaHHbIE CBOEWN KapTbl, C HEE CNUCLIBAIOTCS OEHbIN,
nocblnka, eCTeCTBEHHO, HE NPUXOANT U CPefCcTBa He BO3BpaLlatoTCs.

Cxema ob6maHa nokynarenemu [ 2 (JJoctaBka NOBTOpHas)

1. Mocne Toro, Kak Npeaplaylas cxema nonHOCTbIO peanvM3oBaHa, ¥ nokynaTtesnb
HauyMHaeT NoLo3peBaTthb, 4TO ero o6MaHy N1, MOWEHHWK NOBTOPHO CBSA3bIBAETCS C
nokynatenem.

2. [oBopwuT, 4TO Npom3owna ownbka, ToBap yxe 3abpanu (M nepenyman nogasatb),
rOTOB BEPHYTb OEHbIN.

3. BbicbinaeT ccbinky Ha NoALENbHYIO CTpaHULy BOo3BpaTa CPeacTs, rae nokynaTento
HY>XHO BBECTM BCE T€ X€ OaHHble CBOEW KapTbl U TOYHYIO CyMMY, KOTOPYO €My LOMXHbI
BEPHYTb.

4. Tlocne TOro, Kak Nokynartenb NOBTOPHO BBOAUT AaHHblE CBOEM KapThl, C ero cyeta
MOBTOPHO CNUCBLIBAIOTCS AEHbIW.

Cxema ob6maHa nokynarenewu [ 3 (Bo3Bpar cpencrtB)

1. TMocne Toro, kak MOWEHHVK peanu3oBan cxemy «[loctaBka», OH NUWET NocTpaaaBlemMy
nokynaTento, NpeacTasnsetcs cnyx6oi nognepxku Kydgapa.

2. oBopuT, 4TO NoOCkbINKa 6bina He OCTaBNEHA, M3BUHAETCA W pacckasbiBaeT Mpo
BO3MOXXHOCTb BO3BpaTta CPeAcTB 3a NOCbINKY.
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3. lMpucbinaeT cecbinky Ha OUWNHIOBYIO CTPaHWLY, rOe NoKynaTesnto CHOBa HY>XXHO BBECTHU
LaHHbIE CBOEN KapTbl 1 CYMMy, KOTOpPas COOTBETCTBOBAA CyMME NPeablayLero CncaHus.

4. Tlocne TOro, Kak Nokynatenb NOBTOPHO BBOAUT AaHHble, MOWEHHUK CHOBA KpaaeT
LEeHbr ¢ 6aHKOBCKOro cyeTa.

Cxema ob6maHa nokynarene#u 04 (MOLWEHHNYECTBO C HaKnagHbIMW)

1. MpecTynHUK BbICTABNSET TOBAP NO OYEHb BbIFOOHOW LeHe Ha odomumanbHOM canTe.

2. Korpa noTeHumanbHbIi nokynatenb nuwet emy Ha Kydoape, nog niobbiM npennorom
npegnaraeT nepenTn B MECCeHaxep.

3. YroeapuaeT oTnpasuTb ToBap no noyte. MNpun aTOM MOWEHHUK cneunanbHO co3paeT
axuoTtax BoKpyr 06bsBneHns. OH MOXEeT roBopuTb, 4TO BykBasibHO Ha OHSIX ye3XaeT 3
ropona, unm 4To ToBap roTOBbI KYNUTb Apyrue nokynaTtenu.

4. lNpopasew roBopuT, HTO MOXKHO ONNATUTb TOBApP YXe Nocne Toro, Kak OH ero OTnNpasunT,
npwn 9TOM roTOB NPEefoCTaBMTb AoKasaTenbCcTea.

5. Ecnum nokynatenb cornawaetcs, B Ka4eCTBE AoKasaTenbCTBa OTMNPaBkKy MOWEHHWK
BbICbITIAET CCbINIKY Ha NOAAENbHYIKO CTPaHMLY TPEKUHra NOCbINKN AN CKaH NoaaenbHOro
nokymeHTta o6 onnate. MMHMManbHoe 3HaHWe OoTowWwona NO3BONSIET NPECTYMHUKY
CbIMUTUPOBATL KBUTOK Ntoboi cnyx6bl goctaeku, byab 1o COASK, Bennoyta nnn nrobas
apyrast KomnaHums.

6. lNocne Toro, Kak nokynaTtenb NOBEPUI, 4TO NOCbINIKA OTNPaBieHa, MOWEHHMWK
NpUCbINAEeT CCbINKY Ha COUILNHIOBYIO CTPaHuLYy, rae Hy>XXHO 0OopMnTb NepeBos CyMMbI 3a

TOBap.
7. Kak Tonbko nonb3oBatesib BBOAUT JaHHblE CBOEN KapTbl, C €ro cyeTta CrnucbiBaloTCs

OeHbrn, a nocblynika, eCTeCTBEHHO, HE NMPUXOONT.

PekomeHpauuu:

1. K niobbim onepaunsam, npon3soonMbiM C NCMNOMb30BaHNEM Bawei 6aHkoBCKO KapThl,
OTHOCUTCA MakCuMalibHO BHMMATE/IbHO N OCTOPOXHO. Tepmb 64MTEeNbHOCTb HUKOrAa
HEeNb34.

2. [ins onnatbl NOKYMNoK B VIHTepHeTe 3aBeCTU OTAOENbHYIO KapTy WM HE XPaHUTb Ha Hen MHOro
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OeHer.

3. Ecnu Bam npucnanu ccbinky Ha NOYTOBBINA SIWMK, B MecceHaxep nnm SMS-coobuweHreM, To,
He3aBUCKMMO OT TOro KTO npucnan, gaxe ecnv ato Baw gpyr, 3Hakomblid, rocy4apCTBEHHbIN
opraH unu opraHvmsaumnsi, ¢ KotTopor Bbl NOCTOSIHHO BeneTe nepenuncky, nnm abcontoTHO
HEe3HaKOMbIi YENOBEK, NPEXAE YEM ee OTKPbIBATb, CnefyeT 0COOEHHO BHUMATENbHO
NpoBePUTb AOMEHHOE UMS. [py BOZHUKHOBEHUN Manenwero COMHEHNS, YTO CCblfika BEOEeT He
Ha ocpuumManbHbIA pecypc, ee Heobxoammo npoBepuTb. Caenartb 3TO MOXHO OTbICKaB B
NHTEepHeTEe odomumManbHbIf CailT 1 CBEPUB AOMEH, MO0 NPOBEPVB MHAPOPMALIMIO O faTe
pernctpauny nomMeHa (y uWMHroBbiX 0ObIYHO OT HECKONIbKUX OHEN OO HECKONbKUX MECSLIEB)
Ha MHTepHeT-pecypce https://hb.by/whois.aspx nnu nogobHole emy (Hanpumep:
https://whois.net, https://whois.domaintools.com) B none «CreationDate».

Mpymep NHhopMaumm 0 faTte pernctpaumm ogomumnanbHOro AoMeHa:

Domain Name: kufar.by

Updated Date: 2019-07-30

CreationDate: 2010-09-23

ExpirationDate: 2021-10-04

I'Ipleep nHgoopmaumu o pgate peruncrpaunm BbisBNEHHOro OUILMHIOBOro AOMEHa:

Domain Name: KUFAR24.SPACE

Updated Date: 2020-06-21T08:16:28.0Z
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Creation Date: 2020-06-21T08:14:10.0Z

Registry Expiry Date: 2021-06-21T23:59:59.0Z

4. Ecnu pecypc okasancst noaaenbHbIM mbo caMoMy He yaaeTcs onpeaennTb, T0
HeobXxoAnMo caenatb CKPUHWOT GOULIMHIOBOW CTPaHULbl (4TOObI B apeCcHOR CTpoKe Obin
BUAEH afipec), n 0TNpaBuTb B cny>X6by NoonepXKn opurmHanbHOro pecypca, a Takxe Ha
noyTy support@cert.by, ¢ onucaHnem nogpobHOCTEN CMTyaLumn (HaNprUMep, KakuM NyTem
Nony4eHa ccblnka Ha COUILMHIOBbIA pecypc, BBOAWN N Kakune-nnbo aaHHbIe 1 T.4.), nocne
4yero oTkaslaTbCsl OT NPOBEAEHMS Kakux Nnbo onepauuii.

5. Ecnu ctanu XepTBOU MOLLEHHUKOB:

Ecnu BBenn naHHbie 6aHKOBCKOM KapTbl, TO HEOOXOAUMO B CPOYHOM MOPSAKE NPOU3BECTYM €€
6NOKMPOBKY, MO3BOHMB B 6aHK NMbo, B MHTEpPHET-6aHKUHre nnbo Tpu pasa BBeAs HEBEPHbIN
naponb, C nocnenylouwen ee 3aMeHon.

Ecnn BBenun aBTOPM3aUNMOHHbIE OAHHbIE OT MHTepHeT-éaHKl/IHI'a, TO HEOOX0OMMO HEMEONEeHHO
3BOHUTb B HaHK 1 coobWMTb O KoOMnpoMeTaunn y4eTHbIX OaHHbIX OT VIHTepHeT-GaHKVIHFa.

B cnyvyae HeobxoaoumocTn OﬁpaTVITI:CSI B NpaBooXpaHUTEeJIbHble OpraHbl C 3asiBJieHneMm o
MOLLeHHun4yecTBe.
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